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"Trnchcr A=mcnt shnll be based following components: Quiz/As.signmtnt/ Projccl/Pnrtioipnllon in Clas.,. 
gi,-cn thnt no component shall e.,ccccd more !ban IO marks 

LCllming Objectives: 

The student should develop skills and understanding in: 
I the design methodology for databases and verifying their structural correctness 
2. implementing databases and applications software primarily in the relational model 
J. using querying languages, primarily SQL, and other database supporting software 
4 applying Lhe theory behind various database models and query languages 
s. implementing security and integrity policies relating to databases 
6. the basic principles behind data warehousing and preparation for data analytics 
7. working in group seuings to design and implementing database projects 

Learning outcomes: 
I. basic dma sLrUctures and their uses (lists, arrays) 
2. the basic concepts of object-oriented programming (classes, inheritance) 
3. the design, implementation, 1111d testing of medium-sized problem solutions in 

software 
4. contexts in which databases are used 
s. basic familiarity with a Unix environment. 

Unit -IFuodamenta.ls ofDatabases 
What is a Database, DBMS• Purpose of DB and Users of DB, Components ofDB,Concepi:; 
of RDBMS, Basic SET Concepts (SET, Subset), Set of Ordered Tuples - Relations as a DB 
(ConceplS of PK, FK,Surrogatc Keys, Composite Keys, Candidate Keys), Relational DO 
Operators (Cartesian Product. Union. Intersect. Difference). Relational DB Nonna! Forms 
(INF, 2NF, 3NF) · E-R Model. 

Unit - ll Database Security Lifecyele 
Concept of DB Security Lifecycle, Creming Data Risk Assessment, Analyzing data threats, 
risks & 11ulncrabilitics, need for database security archilccture, implementing foedback 
mechanisms, Adjusting policies & practices based on feedback mechanisms using 
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( lt11i1' 1' H11,r1l < 11·1lil SJ'if1•111 (r'IICS) in Li~hl 111 N11:1•. 211211 
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I nit Ill ll -••li ,,~ 'n 111 th 
\11Xlcb \c,.~u \1n1rh \10,ld!i. I lhi1·d~ ,i:_ "11hjc1·1~. I\ I'" 111 Ol,j, I & <;uh1ects, Acee s 
\ICIJC'-5 ('llll, ,\ 1 l\ n,11111'1 hr, I cH•I~ l,sur~ 111 fl,1111b1m· ~1.:, Utr l1 fl;1lnh,1,;c Ae<:CJ\ 
Cantn.,I ,,.,:11111\ I ,,g, .111.t \111111 I r,111,, l 11o)pli11t1, 'il)I 1>1110 l"o111ml I ,111p,11n11c Scc11r11y 
in l>m, k 'i1 ,11,1" ii n.u .. 1-.1" '-tl.'·11n1, 'il)I l11wcll1111, 1>n111lw,c \ecmily ~ml l11tcrnc1, 

lln,t I\ f'~,,\\ nrd Mnnni:c111tnf 
i\111hcn1 .- rinn an1I 1',""on.l Sccuril)-. ch(l(),ing an oppropriutc nuthcnticntion nprinn 
,undcrnitnding s) ,rcm admini .. trntion privileges, choosing strong po-.swords, implcmcnltng 
11ccoun1 locl..out :,Iler failed login o!lcmpts. Creating ond enlordng password prolifcs, using 
r,1,s\\oni, tor all do1oh.1!>C components, Understand nnd secure authentication back door. 

llni1-\ \ inunl Private l>Rlnbases 
lntroduc11on to VPDs, llow VPDs work. VPD Components, how 10 use VPD, Fxomple, 
Security Mca.~1rcs. Direct Anacks Against Computer, Need for VPDs. Implementing VPDs 

Suggested Rending 
J Fundamentals ofDauibase Syslem" by ElmasriRamez and NavatheShamkanl 
2 Database Monagement Systems" by SEEMA KEDAR 
3 Database Monagemenl Systems" by Panncerselvam R 
4. Database Management Systems" by G K Gup1a 
5. Datnh.ise Sc.curlty" by Alfred 80S1a and Melissa Zgoln 
6 lnfonnation Warfare ond Security (ACM Press)" by Dorothy E Denning 

UST OF EXPERIMENTS: 
I. Design a Dauibasc ond create r~uircd tables. For e.g. Bank, College Database 
2. Apply 1he conslrnints like Primary Key, Foreign key, NOT NULL to the 1ablcs. 
3. Write o sql statement for implementing AL TER,UPOATE and DELETE 
4. Wrilc the queries 10 implement Ute joins 
5. Write the query for implementing the folio,\ ing functions: 

MAXQ.MINO,A VGQ,COUNTQ 
6. Write the query to implement the concept of Integrity constrains 
7. Write the query 10 create Lhe views 8) Perfonn the queries for triggers . 
8. Perfonn the following operation for demonstrating the insertion , updation and 

deletion usingthe referential integrity constrainlS 
9. Write the query for creating the users and their role. 
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I cgcnds: I • l.ccl\lrc; T. Tu1orirtl/J'cachcr Guided Student Activity; P- Pmcucal; C - Credit; Th,• Theory 
• l<'llchcr A,~mcn1 shall be based following components: Qui?/Assignment/ Projccc/Porticipotion in Class, 
gi\cn that no component shall c,cced more than 10 marks 

Course Objectives: The student will have ability: 
I. To understand the different aspects of Network Security. 
2. To learn about different Cryptography Encryption and Decryption Technique. 

Course Outcomes: Upon completion of the subject, students will be able to: 
I. Understand Need of Security in and Type of threats. 
2. Understand Security mechanism and basic and Advance Ciphers. 
3. Understand Advance encryption Techniques. 
4. Understand the Key exchange protocols used in Public Key Cryptography. 
5. Understand the Authentication and Steganography concept 

Unit-1 
lntroduction Lo Network, Internet, IP address, Private and Public IP address, Classes of IP 
address, Subneuing IP address. TCP 3 Three-Way Handshake, OSI model, TCP/JP 
model.MAC address, Cookies, Cache, LAN, WAN, Standards and Protocols, Advance 
networkconfiguration and troubleshoot 

Unit-2 
Introduction to Switched Networks, Basic Switching Concepts and Configuration Routing 
Dynamically, VLANs, Routing Concepts, lnter-VLAN Routing, Static Routing, Routing 
Dynamically, Single-Area OSPF, Access Control Lists, DHCP, Network Address 
Translationfor 1Pv4 

Unit-3 
Introduction to Scaling Networks, LAN Redundancy, Link Aggregation, Wireless LANs, 
Adjust and Troubleshoot Single-Area OSPF, Multiarea OSPF, ETGRP, EIGRP Advanced 
Configurations and Troubleshooting, IOS Jmages and Licensing 

)J} 
fltia,,11.,Stwdn 

Stiri \ ........ \10,.fnllii 
,,,11....r:tt, .... ,.. ..... 

~ -=i:~ 
Chairperson Controller oriaminalionf 
F.c .. t)olS111dliu Shrl \'.t1h1un Vht,-.JW-•~ 

~•rlVabbavvtd)111rtlll Vid,,m;drail•l•• lnd110 
Vi, '""-"<b•h)'ll,. buawt 

/:thf'i \."1hhll11"' \.1d)-•1c,1h 
VithN"tdja1.,., ln~,.-. 

t: 
~ 
u 

·1 



• 

'~ '~ i1 
.~ 

~ 
~ 

~ 

~ 
~ 
~ 
fi.J 

~ 
:l 
~ 

~ 

a 
'i 
~ ; 
li;1 

~ 

~ 

' t 
• i 
i 
~ 
~ 

' • I 

•""n \ni,1tr111, \ iil)HJll'l'fh Vi~hwnvidyulnyn, f1ulon• 
Sht'i \ :ai,hn:n· lm,tit uf c of Forc11-.ic Science 

Clwit'I.' Bn,ctl Crcdif Sys I cm (COCS) in Lighl of NEP-2020 
l\t.Sr. C'yhcr Forensics - II SEMESTl~R 

llnl(-ol 
<'l'nn~-cting NctworJ..s, I hcmrchicul Nutwork Ucsign, con11ec1 111g to the WAN, Point-to
l'omtConnections, Frame Rclny, Network Address Trunslotion for 1Pv4, Oroadband 
Solutions.Sccunng Site-lo-Site Connectivity, Monitoring the Network, Troublc~hootinglhc 
Network 
Unil-5 
Introduction 10 Network Forensics, Common Protocols, SSL, ·1 LS, Network Devices, Log 
Manipulation, Browsers os Digital Evidence, Capruring Traffic Flow with Common Tools, 
Wircshark GU-1 and CLl, filters of Wireshark, File Extraction with Network Miner, tcp 
dump.CAP Files Manipulation, Packet Structure and Analysis, Jntemet Traffic analysis, 
basics of e-mail, different protocol of e-mail, e-mail analysis, Introduction to IDS, LPS, 
STEM, SOC, endpoint security, honeypot, introduction to loT devices and forensics 
Practical's 

I. Study of difTerenL types of Network cables and Practically implement the cross-wired 
cable andstraight through cable using a crimping tool. 

2. Connect lbe computers in the Local Area Network. 
3. Perfonning an Initial Switch and Router Configuration. 
4. Implementing an IP Addressing Scheme, Interpreting Ping and Traceroutc Output. 
5. a. Configuring Ethernet and Serial lnterfac.es. 

b. Configuring a Defauh Route. 
c. Configuring Static and Defau It Routes. 

6. Configuring RIP. 
7. Configuring EIGRP and OSPF. 
8. Configuring iBGP. 
9. Study TCPDump and Wireshark. 
10. Pcap Analysis Case Studies. 

Reference Books: 
I. Anton Chauvakin, Kevin Schmidt, Christ Phillips. Logging and Log Management: 

ThcAuthoraLive Guide to underslanding the Concepts Surrounding Logging and log 
Management,Syngress, 2012 

2. R. David. Miller, Shon Harris, Alan Harper, Stephen YanDyke, and Chris Blask, 
Securitylnformation and Event Management (SIEM) Implementation, Network Pro 
Library, 2010 

3. Tyler Wrightson, Wireless Network Security A Ocginners Guide, 2012 
4. Network Forensics: Tracking Hackers through Cyberspace 1st Edition, by Sherri 

Davidoff,Jonathan Ham , Pearson 
5, Network Forensics by Ric Messier, Wiley 
6. Wireshark IO I: Essential Skills for Network Analysis by Laura Chappell, 

LauraChappellUniversity 
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.. I ~m,h I, . I «lure; I • I 111orial/l aichcr Guided Siu.Jent Activity; 11 Proctlc:111; C' • Credit; In • Theory 
• feachC'r A,=,mcnl ,h3II ~ ba.'led followin2 component\ Qui7JA ,ignm~nL ProJccl/Pnrticipation in Cl:m, 
p,,:n thal no compoocn1 wll c,Cffd more than 10 mMl-5 

I.c:irnin,:: ohjccthc: The student will have ability: 

I. Plan and prepare for all ~rages of an investigation - detection, initial response 
and management 1nterae11on. 

2. Investigate web server au.acks, DNS attacks and router attacks and alsocanleam the 
imr,ortance of evidence handling and storage. 

3. Monuor networl.. 1mmc ond detect illicit servers and covert channels 

Learning Outcome 
I Obtain basic knowledge on dealing wi1h system security related incidents 

, 

l 

2. Increase kJiO\\ledge on r,otcntial defenses and counter measures against common 
threat vec1ors/vulnerabili1ies. 

3. Gain experience using tools ond common processes in pcrfonning analysis of 
compromic;ed systems and dynamic malware analysis. 

4. Obtain current l..nowledge of events and tools/support kits in the subject area. 

Unit-I Introduction to Incident Response 
What Is a Computer Securil) lnc1den1, What Are the Goals of Incident Response. Who Is 
Involved in the Incident Response Process, Incident Response Me1hodology, Pre-Incident 
!'reparation, Detection of Incidents, Initial Response, Investigate the Incident. 
C:,ber Security Management and Incident Response 

tJ11il U • fuillal Rci.ponsc nnd Forensic Duplication 
Initial Response & Volatile Dain Collection from Windows S) ~lem - lnittal Response 
&Volatile Data (ollcc11on from l nix system - Forensic Duplication forcnsicduplica1ion· 
I orcnsic Duphcall:s as Admissible Lvtdcnce, J orensic Duplication 
J oolRequircments,Crcating a I mensic Duplicate/Qualified Forensic Duphcate of a 
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I 1111 Ill Mm.,~,• :111111·, llh-111•1• llnncllin~ 
hk s, , 11•111s I \ I, N'I I S l·on:11~h: i\nnlysis o f File Sy~tcms Storage 
I unJ a111c111.ih. Sl!lr.t!lC I !\)'Cr, I hml llri ves Evidence llnndling: lypes of evidence, 
< 'halknv.cs 111 cviJcn.:c handling, Overview of cv1dcncc hundl ing procedure 

l nit I\ • Network Forensics 
C ollc.:11ng Network nascd Evidence - Investigating Routers - Nelwurk Protocols -
h nail Trncing - lnlrntet Fraud 

Unit V - Systems Investigation nod Ethical Issues 
Data Analysis Techniques - Investigating Live Systems (Windows &Unix) -
ln,·estigating Hacker Tools - Ethical Issues - Cybercrime 

References 
I. Kevin Mandia, Chris Prosise, ''Incident Response and computer forensics", 

TataMcGrawHiJJ,2006. 
2. Peter Stephenson, "Investigating Computer Crime: A Handbook for Corporate 

Investigations", Sept 1999 
3. Eoghan Casey, "Handbook Computer Crime lnvestigation's Forensic Tools 

andTechnology", Academic Press, 1st Edition, 2001 
4. Skoudis. E., Perlman. R. Counter Hack: A Step-by-Step Guide to Computer 

Attacks and Effective Defenses. Prentice Hall Professional Technical Reference. 
2001. 

5. Norbert 2.aenglein, "Disk Detective: Secret You Must Know to Recover 
lnfonnation from a Computer", Paladin Press, 2000 

6. Bill Nelson, Amelia Philips and Christopher Steuart, "Guide to computer 
forensics and investigations", course technology,4thedition, ISBN: 1-435-4 9883-6 

7. Chris Prosise & Kevin Mandia, Incident Response & Computer Forensics, McGraw
Hill Publication 

8. Electronic Crime Scene Investigation A guide for First Responders, US Dept. Justice. 
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• rc-.,Qhcr """'''mrnl ,hnll Ix based following componcnls: Qui1//\sslgnmenV l'rojecVl'nrticipnlinn In C:lu.n, 
..;i\ cn th.,1 nt\ ,-omponcnl shnll c.,cccJ murc 1111111 10 murks 

l cnminii objccti\lC: The studclll will have ability: 
I. To undcrslnnd bnsics of forensic nccounting their concepts 
2. Risk-based audit planning and audit project management techniques 
J. f undamentals of business processes 
4. Fmuds in Insurance 

Learning Outcome: Upon comple1ion oflhesubject, students will be able to: 
I. To understand basics of forensic accounting their concepts 
2. Risk-based audit planning and audit project management 1echniques 
J. Fundamentals of business processes 
4. Frauds in Insurance 

Unit-I 

" 

0 

forensic Accounting - Introduction Principlt!S of accounting - Basic concepts of 
forensicaccounting, Understanding Frauds - fraud examination methodology Introduction 
toFinancial Statements, Financial Statement Frauds, IT Audit and Assurance Standards. 
Guidelines and Tools and Techniques, Code of Professional Ethics and other 
applicablestandards. Risk assessment concepts and 1001s & techniques used in planning. 
examination.reporting and follow-up 

Unit-2 
Fundamentals of business processes: Purchasing, Payroll, Accounts payable, 
accountsreceivable, Role of IS in these processes. Control Principles rela1ed to controls in 
informationsystems 

Unit-3 
Risk-based audit planning and audit project management techniques, including follow
up.Applicable laws and regulations that a1Tec1 the scope, evidence collec1ion and 
preservation, andfrequency of audits, Evidence Collection Techniques: Observation, lnquir), 
Inspection.Interview, Data Analysis, Forensic Investigation Techniques. Computer-assisted 
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tix hniqur, 11 \ \ I )I usr.t 11• g,11hc1, pm11•c1 111111 ,,,r~t·rve 1ud11 CY1,kncc 

\ nu-4 
b In ln\urnn, c, I ri\1111\ 111 I k,1lth l nt1:. I rnud~ in lln11lrn11t, I rnwl~ In l 11,c, J ri11KI; in 

'1 ~ l.\1n~ri I '«11nti,~ 1 "'"'1111rr I rnuds, I rnud~ in l'uhlic ,c~lor, I r.111,h m ( <mlr.ic1 
(J \f\xurcm.-nt. rn,c ,11111~ ol vn1fo11\ frnuds 

l nil ~ 

~:imrling mt'thodologics and ~ubstnntivc/data nnolyt ical procedures. RcportinP 
Andt'ommun,c.ition tcchmqucs: l·ncilitation, Negotinrion, Conflict Resolution, Audil 
l\"J"('ll'Nnicturc. issue ,niting. mnnngcment summary, result verification. Audit Quality 
as.,urnn~c (QA)systcms and frameworks. Vnrious types of audits: lnlcrnal, fatcrnal . 
Financi:11, and methods forasscssing and placing reliance on the work or other auditors and 
control entitie~, Fraud.'i onintellcctual property rights and implications, money laundering 

Sugs:~tcd Readings 
I Fraud auditing ond forens ic acco~nting, Jack Bologna, Wiley Publication 
2. Forensic Accounting for Dummies by FrimetteKass-Shraibman nod Vijay S. 

Sampath, Wiley Publication 
3. Essentials of Forensnc Accounting {AIPCA), Wiley. ISBN: 9781526505866 
4. A Guide To Forensic Accounting Investigation, Thomas W. Golden, Steven L. 

Skalal And Mona M. Clayton (Willey) 
5. Forensic Accounting and Fraud Investigation by Stephen Pedneault, Frank 

Rudewiez, Michael Sheetz and Howard Silverstone (CPE Edilion) 
6. The Forensic Accountant's HandBook, Compiled by Chetan Dalal, Mahesh 

Bhalki, JatinJhaveri, Rajan Gupte and Govindsingh Purohit 
7 Information Technology Security and Risk Management by Jill Slay and Andy 

Koronios (Willey) 
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Shri Y11i,h11:1\' h1sfi11111.· of l1'on·1111i,· Sri,•11r1.· 

Chofr,, lln.'iNI CrNlif Systc.•111 (C'HC'S} in Li~ht of Nf1; p 2020 
l\l.Sl'. C'yhcr Fon•nNkS - II SEM ~;~n 1m 
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Legends: L • Lecture; T • TuconaVfenchcr Guided S1udcnl AcUv1ty; P- Praot,cnl; C • Credit; Th • Theory 
•Teacher A=smcnt sholl be based following components: Qui7/Assignmcnt/ Projccv'Pnrticipatlon in Cl11SS, 
given thnt no component shall exceed more than 10 marks 

Lcarniog objective: The student will have ability: 
l. Data Privacy ManagemrntData Privacy Management controls 
2. Privacy Program Governance and Compliance and Legal Framework 
3. Privacy in cloud computing and £OTPrivacy in Cloud 

Learning Outcome: f)pon completion of the subject, students will be able to: 
l. Data Protection & Privacy Terminologies 
2. Data protection principles and SafeguardsDa1a protection principles 

Unit 1: Introduction to Privacy 
Data Protection & Privacy Terminologies -Data Protection Principles and Approaches 
toPrivacy - Code tor protection of Personal lnfonnation - Information Life Cycle -
DataSecurity Threats and Mitigation - Data Storage Security Issues in Cloud Computing 

Unit 2: Data Protection Principles 
Data protection principles and SafeguardsData protection principles • Subject access request 
Damage or distress • Preventing directrnarketing Automated decision taking - Correcting 
inaccurate personal data - Compensation.Exemptions& Complaints - Big data - CCTV & 
Data sharing - Online & apps Privacy bydesign - Guidance Note on Protecting the 
confidentiality of Personal Data -SafeguardingPcrsonal Information • Using Personal 
Information on Websites and with Other Internet-related Technologies- Privacy 
considerationsfor sensitive on line inforrnation,including 
policies and notices, access, security, authentication identification and data collection. -
DataPrivacy in online data collection, email, searches, onlinemarketing and advertising, 
socialmcdia, online assurance, cloud computing and mobile devices. 
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Shri V1a~h111n Vi1ly11pcclh Vish,,a,•idynlnyn, Indore 
Shri Vaishnuv lns lilulc uf fi'orcn ~ic: Science 

C hoice Bused Credit Sysle111 (COCS) in Light or Nt<;P-2020 
M.Sc. Cybcr Forc11slcs - II SEl\tF.sTER 

Unit 3: Ont• rrivocy Mon1gtmtnt 
0.11n Privncy Mnnngcmcnl control, & 1'1311 • Dnln Priv:,cy \fanagcmcrll Reference MO.Sci 
lSTPA - Dain l'r~1cn1lon in the conleJII or l'ollcc nnd Crimrlllll Justice - Cross Bonlcr dnlll 
lrnnsfcr • Do not 'I rnck l'rivaey Polley• Developing rrivaey Mnnngcmenl Tools -lnfom,,ilon 
security pmcticcs for datn privac;y • Developing • privacy monngcn1cn1 plnn -Rigl11s o r the 
D•ta Subjce1 • Documenting the privacy bn'IClinc of the orgoni1Ation Dou,proccs.,ors nnd 
lhird-pany ,-endor OS$CSSmcnts • Physicol osscs\mcnts; merge"', ocqulsllionsand dlvcstrrrcs • 
Privacy threshold annlysls; priYBcy impocl nsscssmcnl• • Privncy Monitoringand Incident 
Mnn.gcmcnt (MIM) - Auditing ynur privacy program: crcn1lng owarmcss of the 
orgnnizntion's privncy program; Complinncc monitoring; handling lnfom,01ionrcqUC51S; 
nndhondling privacy incidcnls. 

Unit 4: Privacy a■d Lq;ol Framework 
Privacy Progn,m Oovcmancc and Complillncc nnd Legal l' n111lcwork 
Privacy Org,ni7.ation and Rclotionship (POR) - Privacy Polley and Processes (PPP) • 
Rcgulawry Compliance lntelllgcnce (RCI) - Privacy legislations • appliclbllhy 
ondintcrprctnlion • Privocy Awan:ncss ••d Training (PA'I) Lcs•I Framework for 
Da1Apr01cc1lon, Security and Privocy Nonns 

·unit 5: Privacy In Cloud Computi•K 
Privacy in cloud computing nnd IOTPnvocy In Cloud _ Introduction 10 rnvacy in cloud 
computing · Clnud computing paradlgmnnd privacy • Challenges 10 prlvacy Irr cloud 
computing • rrlvnoy in loi - loT Oovcrruancc , loT Security & Privocy Issue<. loT Privacy 
oballongcs • loT Privncy solutions. 

Suggested Rtadloj!/1 
I. O•ta Prlvocy (English, Hardcover, Vcnla!l!rn!man nnNaiomjn) ISBN: 

9781498711042,978l498721042 
2. Dota Privoey: A nmbook for engineers by Nishant Bhojarin ISBN-13:978-

1617298998 
3. Cybcr l'rivncy: Who Bas Your Daill and Why You Should Con: 1-IAnl<:ovcr 

November l, 2020by Ap,11 Falcon Doss 
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Shri Vnishnnv Vidy11pee1ht Vishwnvidyulaya, lndorr 
Shri Vnishnnv lns1itu1e of Forcn~ic Science 

Choice B11scd Credit System (CDCS) in Light ofNEP-2020 
M.Sc. Cybc.r forensics - U S£J\fF.STER 
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. . . . Legends: l. • 1.eoOll'e: T. Tulorutl/Ieachcr Ou,<lod Studcn1 AGIIVllr. P - l'rlctical; C • 
c.dit: Th. • Theory 

•Tcachc, Asscs.>mcn1 shall be bll,cd ro11 ... 1ng campanenlJ: Qul,/,misnmcnl/ 
Projcct/Panicip1don in Class. givt,n thnt no oomponcnt 5hall exceed more thlu1 10 rurk.s 

1 p 

0 6 

Evc,y 1tlldcn1 will cony oul project under superviJion of supc.rvisor (') Intcmal/lix1cm11L The 
1op1c shall be approved by a committee constilutcd by the hcod of the <oncxmed lll$lituJo. 
Every srudall sholl prcscnl 1"0 scminor talk,, Ibo fim 11 the beginning of the projcc1 (Ph=· 
I) IO preocnl lhc .<cope or lhc worlc nnd ID linaU,,e ,he !Opie; and 1owords the •• ~ or the 
fCminor, prc,en1ing Ille WOfk carried 001 by himibcr In 1he ,cmcstcr. 
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